
Unlocking digital advantage 
in high trust sectors

Digital
Intelligence



“ In every sector, 
the effective use of 
digital technology 
and approaches is 
key to staying ahead 
of the competition, 
whether that be 
through delivering 
seamless customer 
experiences or using 
technology to drive 
innovation and 
bring new products              
to market.”
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Foreword
Dave Armstrong MBE, Group Managing Director, BAE Systems Digital Intelligence 

“ Coming together as Digital Intelligence is allowing us to 
weave digital threads across multiple platforms such as 
C5, cyber, intelligence and satellite systems.”

The last few years have been the most disruptive in many of the global population’s 

completely revolutionising how we live and work. Alongside this, numerous geo-political 

role that nations have to play in tackling the vulnerabilities we all have, especially in the 
digital age
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Today, only 21% of organisations in 
high trust sectors are completely 
digitally mature

84% of respondents said that having 
a digital advantage is crucial or very 
important to their organisation

97% admit they face 
barriers to achieving 
a digital advantage, 
across data, people 

and technology

54% believe they will be 
completely mature in       

10 years time

83% of organisations agree that 
while there are challenges to 
overcome to achieve digital maturity, 
the reward in doing so is worth it 

The story in numbers
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Being unable to easily 
move data from 

one environment to 
another is the top data 

barrier

Concerns over the 
security of new 

technology is the 
top technology 

barrier

Adopting a digital 
culture that employees 
are onboard with is the 

top people barrier



Introduction

Over the last four decades, new technologies have ricocheted around 

digital transformation were interviewed in May and June 2022, split in the following ways…

Figure 1



James Hatch

“These organisations 
cannot risk failing in 
the way a start-up 
can; the cost would be 
too great...”



What is a high trust sector? 

Figure 2

...98% of respondents 
across our sample saying 
that their organisation 
delivers either critical or 
high value to society.



High trust sectors are a trusted part of society

88% of respondents 
said it is either 
critical or very 
important that their 
organisation is 
trusted by society

Respondents said failure would result in 
a damaging impact on citizens’ rights and 
freedoms, a failure of services that would 
affect the day-to-day running of society



High trust sectors are highly regulated to minimise risk

Figure 3



and why is it important? 

84% of respondents said 
that having a digital 
advantage was either 
crucial or very important 
to their organisation

Figure 4



“If we get it right, we will 
be able to understand 
our data and act upon 
what we’re seeing in a 
more targeted manner, 
making the best use of 
our assets and ensuring 
we are one step ahead of 
our adversaries.”



Digital advantage in a high trust context 

Figure 5



“ ...COP26, the climate change summit in Glasgow, saw world 
leaders commit to take measures to curb methane emissions, 
halt and reverse forest loss and deliver a net-zero future. Digital 
transformation is recognised as a key tool to enable these changes.”

“An organisation that is more 
trusted can do a better job, and an 
organisation that is more digital can 
do a better job”



Chapter 1

Why digital advantage is so important 
for high trust sectors in 2022

The barriers to achieving digital advantage 

to achieving a digital advantage. These barriers tend to follow under 
the categories of data, people and technology and while they are 

Which factors are hastening digital transformation?

Figure 6



Figure 7



What is holding high trust sectors back from 
becoming digitally mature?

Today: 

• believe they are completely mature 

• 56% say they are mostly mature 

• 21% say they are somewhat mature 

• 3% say they are not very mature 

Five years time:

• 44% believe they will be completely mature 

• 41% believe they will be mostly mature 

• 13% believe they will be somewhat mature 

• 2% believe they will be not very mature 

Ten years time: 

• 54% believe they will be completely mature 

• 31% believe they will be mostly mature

• 13% believe they will be somewhat mature 

• 2% believe they will be not very mature 

21%
56%

21%
3%

44%
41%

13%
2%

54%
31%

13%
2%

Completely Mature Mostly Mature Somewhat Mature

Not Very Mature Not At All Mature



“Everything builds on 
everything, so  rather than 
worrying about the pace 
of change, we need to be 
building our systems and 
organisations to talk to 
and adopt new 
technologies so we   
can welcome 
advancement 
 with open arms.”



2/3

69%

75%

73%

67%

68%

64%

68%

To achieve digital maturity there are a number of areas high trust 
organisations believe they need to improve on. 



Data, people and technology barriers  

Figure 8



Figure 10

Figure 9



Dr. Kathryn O’Donnell

49%

56%

30%



Air Commodore 
Kevin S Cowieson

35%

32%

48%



Sneha Dawda

46%

33%

46%

46%



Chapter 2

Identifying solutions 

While it’s more challenging for high trust organisations to achieve a 

“...we need to use 
data effectively and 
collaboratively, which 
involves safely weaving 
threads between digital 
capabilities...”

Mivy James



What solutions are needed? 

Cross-sector collaboration

52% of respondents said 
greater cross-sector 
collaboration would 
help them overcome 
the barriers

Embracing secure openness



Spotlight on startups

Tony Holt



Intelligent use of data 

The digital thread

48% of respondents said 
that more intelligent use 
of data would help them 
overcome the barriers



40% of respondents said 
intelligence sharing technology 
would be a key asset, allowing 
them to better share the insights 
derived from their data

Lieutenant General 
Tom Copinger-Symes

Air Commodore
Julian Ball OBE



to data

59% of respondents 
said data analytics 
would give them an 
advantage through 
data science by, 

machine learning or 

to help with                              
data analysis



48% of respondents said 
security services were key 
for improving their digital 
advantage through having 
robust services in place to 
protect against cyberattacks

Air Commodore 
Nick J Hay



strategy

47% of respondents 
say that implementing 

strategy will help 
them overcome the 
barriers



Access to STEM talent

47% of respondents 
say that greater access 
to STEM talent will 
help them overcome 
the barriers



Unifying talent under a 
common goal

A focus on education 

Inclusivity in STEM to solve    
the talent gap

Victoria Knight



1. Encouragement and 
inclusivity in the early years

2. Opening doors through 
alternative education



The right technology

“A way to counteract 
this is to develop a more 

environment...”



Chapter 3

Looking ahead: If we unlock our digital 
advantage, what could the future look like?

“ In short, if we unlock the country’s digital advantage, the future 

science, and cybersecurity.” 

45%

48%

55%
Having the ability to 
quickly and easily 
change processes 

Accelerated 
innovation and 
transformation 

And, meeting 
and exceeding 
organisational goals

innovation that gives us an information advantage in 
this country.”



“High trust 
organisations 
will achieve 

through 
information...”





Conclusion

Achieving a digital advantage is imperative for 
enabling high trust sectors to stay a step ahead of the 
adversary, accelerate innovation, deliver connected 
services, protect democracy and, ultimately, solve 
some of the greatest challenges of our time. 

“High trust sectors 
can no longer 
afford to work in 
silos. Instead, they 
need to be open to 
collaborating with 
industry...”



Methodology 
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We are Digital Intelligence


